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2050 aasta areng D
Dlgltaaltoend ja kiliberkuritegevus |
Biomeetriline mina ja privaatsus
Virtuaalne server — pilve andmekogu
Smart(phone) ja On-line kuritegevus
GPS ja Satelliidi toendid
underground/underWEB teenused

3D reaalsus EKEI-s
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NEXT 50 YEARS ~ _ _

RICHARD WATSON

LONE 3: 2020-2025

“Part Jules Verne, part Malcolm Gladwell...
a thought-provoking, laughter-inducing delight™*
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ZONE 4: 2025-2035

ZONE 5: 2035-2050

» Kuberkuritegevuse kahju on ~750 miljardit eurot aastas
= 1% globaalset GDP (tana suurem kui narkokaubandus)

» FBI 2011 andmetel langes tavaparane kuritegevus 23% (panka
virtuaalselt roovida on oluliselt lihtsam)

» 2013 a toodeti 3 miljonit uut pahavara android mobiilseadmetele

» Virtuaalraha on anonuumne, 2013 maksis kehtiv
krediitkaardinumber 40 USD, tana 10 USD
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2013. aastal registreeriti 39 631 kuritegu. - -
Vorreldes 2003. aastaga on see 31% ning 2012. aastagé\a% vahem. ,‘
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KURITEGUDE LAHENDAMINE
Kuritegude lahendamise maar pusis kolmandat aastat tle 50
protsendi.
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»,lga kontakt jatab jalje*

What Happens in_an Intgrnet Minute?

’

I 47,000 61,141

New victims of App downloads ’
|denhty the -

-—
204 million $83,000

Emails sent

Hours of music

20 million 3.000

Photo views Pl\ok; uploads
320+ 100,000
New Twitter accounts New tweets

|n sales

amazon

New mobile user: New Linkedin
’ accounts

Botnet infections
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Digitaalsed ohud ja toendid pe——T
vorgus Vvoi sinu taskus “protectyour phone.

Security + Backup on the go.

GOK SIC research chemicals for sale

Web Images Maps Shopping issing Device
ymote locate & screarnm

» About 18,400,000 results (0.18 seconds) «

Bilcoin |s a digital currency. Learn more

Child Pornography...
behind every picture
there’s pait

send 271 58 bitcoins to

17amaYtP47NmfoomiyFNtuYGsmKQUdwTJX

npleting the transaction, continue to Your Upgrades,
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Kuberjaljed ,,haihtuvad”

TOR — The Onion Router (3000 krupteeritud arvutit susteemis) -
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lga Isik on biomeetriline andmebaas

(Tehis-intellekt ja kloonitud inimene veel valjakutsed)
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3D ja Energeetika lisanduvad
Biomeetrilisele infole

Face authentication

NNOGIO16)
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m Easy to circumvent with profile pictures

®

®m Therefore move to 3D authentication



Huvid ja harjumused
lisanduvad Biomeetrilisele infole

SHOE

PRIVACY?

| CANT REMEMBER MY PASSWORDS
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Nutitelefon. Foto: Scanpix

Loe, mida koike saab sinu kohta teada
sinu nutitelefoni asukohta jalgides

Avaldatud: 15. jaanuar kell 14:01

Andes oma nutitelefonile loa jagada oma asukohapdhist informatsiooni, annavad
kasutajad iihtlasi vabatahtlikult ara rohkem teavet, kui nad arvatagi oskaks,
kirjutab Wall Street Journal oma Toronto idufirmasid kasitlevas artiklis.

Reklaam

kui selle Wi-Fi uhendus/GPS on sisse lulitatud ja
tasuta Wi-Fi vorku logimisel
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Otse sundmuskohal ja mobiilselt

GAWKIER

| l ."‘3 ~R .- i ,. A
IS THIS THE BOSTON BOMBER?
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Digitoendite otsimine suurest andmekogust

5:2005 1S0 S001:2008
| certified |

»Tarkvarad, mis otsivad sarnaseid kujundeid, pilte ja objekt
*Suurte andmekogude labiuurimise uued tehnikad
*Erinevad kiirendid muutmaks protsessi tohusamaks

isonec €25:2005 1S0 9001:20
accredited

- Nearest neighbors

S0 17020
accredited

Input image

* Motion
* Depth

The space of world images 2 = £
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Digitoendite toeparasus

Mitmed anti-forensic tehnikad jatavad manipulatsioonist jaljed tdendi
digi-koodi:

« Kaamera ID

« Samaparaste andmebaasi vordlus (Facebook, linnaruumi kaamerad)
* Videos ja kdnes sees ka muude avalike teenuste tunnused
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GPS ja Satelliittoendid

The hunt oc' Madeleine

The search lor

continues
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Laser-scan
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PC-CRASH software (simulatsioon)
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3D digitaallahang — mis see on?



Digilahang.mp4
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+  Optimaalne hulk uurimussuundi — ,Fit for purpose

ISO/IEC 17025:2005 ISO S001:2008

 On-line info analuus ja CSI kiirlahendused
(Rapid DNA, Mobiil)

« Standardid ja kvaliteedi uhtlustamine
(1ISO17020=1S0O17025)

« Menetleja keskne arendus ja innovatsioon
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1] European Forensic Science Area 2020

 |FSA = 6 kontinenti ~ 5000 eriteadmistega
eksperti

« 5 aastat kvaliteedi harmoniseerimist

« +5 gastat susteemne harmoniseerimine
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Euroopa - Kohtuekspertiisi maailmaorganisatsioonis
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Euroopa Kohtuekspertiisiasutuste Liit (vorgustik)
(kriminalistika valdkond)

European Network Forensic Science Institutes (ENFSI)

NNOGIO16)

F‘? o European Network §

‘EE . f Forensic &

NF S I (S)cie(l)lce Institutes “
Asutatud1992

65 kohtuekspertiisilaborit EKEI on ENFSI liige alates 1998. aastast

35 Euroopa riigist (http://www.enfsi.eu/)



http://www.enfsi.eu/

European
Commission

£, Monopoly Status of ENFSI

Euroopa komisjon rahastab kohtuekspertiisi programmi alates 2008.

2005 IS0 8001:2008
' L certified |

ISO/IEC 17025:

MP2009: Sustainable Quality within European Forensic Science

ISO 17020

X
5
8

MP2010: Strengthening the Evaluation of Forensic Results
across Europe
MP2011: Improving Forensic Methodologies across Europe

MP2012: Towards European Forensic Standardization through
Best Practice Manuals
MP2013: Towards European Forensic Science Area 2020
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COUNCIL OF
THE EUROPEAN UNION

01:2008

EN

Council conclusions on the vision for European Forensic
Science 2020 including the creation of a European Forensic
Science Area and the development of forensic science
infrastructure in Europe

Accreditation of forensic science institutes
and laboratones

6. Recognition of equivalence of law

Respect for minimum competence critena
for forensic science personnel;

Establishment of common best practice
manuals and their application in daily work
of forensic laboratones and institutes;

Conduct of proficiency tests/collaborative
exercises in forensic science activities at
intemational level:

ISO

enforcement forensic activities with a view
to avoiding duplication of effort through
cancellation of evidence owing to
technical and qualitative differences, and
achieving significant reductions in the time
taken to process cnmes with a cross-
border component;

Identification of optimal and shared ways
to create, update and use forensic
databases

Application of minimum quality standards
for scene-of-cnme investigations and
evidence management from cnme scene
to court room;

ESTONIAN
FORENSIC SCIENCE
INSTITUTE

Use of advances in forensic science in
the fight against terronsm, organized
cnme and other ciminal activities;

Forensic awareness, in particular through
appropnate education and training of the
law enforcement and justice community;

. Research and development projects to

promote further development of the
forensic science infrastructure.
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